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I. STATEMENT OF PURPOSE

MassHousing is requesting proposals pursuant to this Request for Proposals (“RFP”) for a
consultant or firm to enter into a contract for Data Inventory Services. The services for which
MassHousing is requesting proposals are described in Section III Scope of Work.

Data is often referred to as the most important asset of an organization. But it can be
challenging for an organization to understand all their data fully. Developing a data inventory is
an extremely useful tool to ensure all data is tracked by data asset type, location, and use.

MassHousing is seeking to partner with a firm to develop a data inventory that will be a
comprehensive catalog or map of its data assets. The data inventory will be a record of all data
assets organization-wide and include other details such as owner, name, source, format, access
permissions and other properties. MassHousing is seeking to ensure that it fully understands its
data to derive valuable insights including how data points interact with other data, how data
flows, and how to protect data.

Firms responding to this RFP (“respondents”) are required to prepare and submit their
proposals in accordance with the directions contained within this RFP.

I1. BACKGROUND

MassHousing provides mortgage financing and related services targeting the affordable housing
market in Massachusetts. Created in 1966 by an act of the Massachusetts Legislature,
MassHousing operates as a self-supporting, independent authority of state government.
MassHousing raises mortgage capital through the issuance of taxable and tax-exempt revenue
bonds and is organized around seven primary business lines: Rental Business Development,
Rental Underwriting, and Rental Management, Home Ownership Lending Operations, Home
Ownership Productions, Home Ownership Servicing and Operations, and the Mortgage
Insurance Fund. Support services such as accounting and financial reporting, legal, and
information technology are provided by a group of corporate offices.

MassHousing’s Rental Management business line oversees a portfolio comprised of mortgage
loans originated by MassHousing’s Rental Business Development and Rental Underwriting
business lines, and this entire portfolio is serviced in-house. MassHousing’s servicing of this
portfolio includes regulatory oversight and compliance with requirements stemming from
various housing subsidy contracts. Rental Management also provides regulatory and subsidy
contract administration services to other entities, principally the United States Department of
Housing and Urban Development (“HUD”).

MassHousing’s Home Ownership Servicing and Operations business line oversees a portfolio of
single-family mortgage loans to first time homebuyers and other qualified borrowers. These
loans were originated by MassHousing-approved lenders across the state under MassHousing’s
auspices and then subsequently purchased and serviced by MassHousing.

The Mortgage Insurance Fund (“MIF”) was established to provide an additional source of
primary mortgage insurance for certain borrowers. MIF is the primary insurer for single-family



loans made by MassHousing and is also an insurer approved by the Federal Home Loan Mortgage
Corporation (Freddie Mac), the Federal National Mortgage Association (Fannie Mae) and
Massachusetts community banks and credit unions.

For additional information about MassHousing, please visit our web site at
www.MassHousing.com. For a detailed overview of MassHousing, including its financials,
please review the most recent MassHousing Information Statement, and Annual Report. Both
of these documents as well as others can be found on MassHousing.com website at
https://www.masshousing.com/en/about/investors.

III.  SCOPE OF WORK

MassHousing has data protection strategies in place for compliance and security purposes and
continues to identify areas where we can expand protection and evolve our data management
practices. We employ several practices to protect our information, such as the encryption of key
IT assets, and we are aware that sensitive data may be potentially stored on these assets.

MassHousing requires respondents to provide a comprehensive approach to address
the elements listed below.

Data Inventory
e Scope: All data sets, individual departmental data, and internal vs. external data
a. Identify all data collection points;
b. Identify all data storage locations including third-party systems;
c. Identify data format and how long data has been retained,;

d. Identify all protection information in accordance with the Agency’s Written
Information Security Program (WISP) - Attachment 1; and

e. Map data flows from point of collection both internally and vendors/third parties

IV.  CONTENT OF PROPOSALS

This RFP is designed to elicit all information considered essential to evaluating each proposal.
There is no intent to limit the content of the proposals. Respondents may include such additional
information as may be appropriate, or offer alternate solutions, but should not exclude any
information requested in this RFP.
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In support of MassHousing’s longstanding commitment to confront the housing challenges
facing the Commonwealth to improve the lives of its people, MassHousing will prioritize
organizations who align with the Agency’s values and its commitment to diversity, equity, and
inclusion.

All proposals should contain the following information:
A. Transmittal Letter/Firm Description/Executive Summary

Proposals must be accompanied with a transmittal letter on company stationery or letterhead and
signed by an individual legally authorized to bind the company. The transmittal letter should
identify the individual(s) involved in preparing the proposal, as well as a single point of contact
for the company. The transmittal should contain or be accompanied by a detailed description of
the firm (including background on the firm’s financial stability) as well as a summary of the
contents of the proposal.

MassHousing is an equal opportunity employer and seeks to provide procurement, contracting and
employment opportunities for minority, women, veterans, LGBT, and persons with disabilities.
We encourage responses from entities which describe strategies to actively promote and recruit
diverse vendors, workers, and contractors. Responses that describe the benefits of direct,
specific, and measurable access to employment and contracting opportunities created by the
proposed project will be favorably reviewed.

B. Experience and Qualifications

Proposals should describe the relevant experience of the firm and of the key personnel that will
be providing the services. Relevant experience includes not only services similar to those being
sought by MassHousing but also any past experience with entities similar to MassHousing.

C. Diversity, Equity & Inclusion Plan

Please provide the following information about your organization's commitment to the
principles of diversity, equity and inclusion and related activities.

Organizational and Workforce Diversity

1. Describe your organization’s activities that reflect your commitment to diversity, equity
and inclusion and the impact, if any, it has on your organization’s competitive position.

2. Describe the diversity makeup of your Board of Directors and executive leadership
team. Please provide the breakdown by gender and ethnicity.

3. Please provide documentation if your company is certified as a diverse business
(M/WBE, veteran-owned VBE, LGBT-owned, and/or disability-owned business).



Vendor/Consultant/Supplier Diversity

1. For all vendor/consultant/supplier goods and services purchased in the last three years,
what is the dollar volume/percentage paid to M/WBE, veteran-owned VBE, LGBT-
owned, and/or disability-owned businesses?

2. What are your proposed partnerships, spending goals and commitments regarding
increasing purchases of goods and services from diverse businesses?

D. References

Please provide a list of at least three (3) companies that MassHousing can contact as references
for which the respondent has provided similar services within the past three years, including:

1. Name, address, and phone number of each company.

2. General description of the engagement; and

3. Contact name and telephone number(s) of those who can talk knowledgeably about
their experience with the respondent and any system issues that arose during the
implementation of their project.

E. Project Plan

Provide a step-by-step project plan for performing and completing the solicited services as
described in Attachment A. Your Project Plan should include:

1. Key personnel and their roles in providing the service.
2. Your general approach and methodology in providing the services. You may
provide suggestions or alternatives to any approach described in Attachment A as

long you also respond to the described approach.

3. Details about project phases, including a list of deliverables, sign-off points,
timelines, milestones, software components (if any), subcontractors, and training.

4. Expectations of MassHousing’s staff to assist with the process.
F. Support
Please describe whether there is typically an on-going relationship with respondent and its clients
after implementation. Please describe the way respondent communicates with clients after

implementation, whether through industry-related newsletters published by respondent,
continuing educational workshops, etc.



G. Adverse Actions

Please include a description of any insurance claim, criminal investigation or material litigation
against your firm or members of your firm in the last ten (10) years, any instances in which your
firm has been debarred by state or federal government and the circumstances for the debarment,
as well as a summary of any formal complaints filed against your firm or members of your firm
containing allegations of discrimination in the last ten (10) years.

H. Conflicts of Interest

Please describe any facts you are aware of that would result in a conflict of interest with
MassHousing if a contract was awarded to your firm.

I. Pricing

Please provide a detailed pricing structure for delivering the services (use a matrix or chart if
necessary).

V. METHOD OF SELECTION/AWARD
A. Contract Award

Contract will be awarded to the respondent whose proposal is determined to be the most
advantageous to MassHousing, in its sole discretion, taking into account price and other
evaluation criteria as set forth in this RFP.

MassHousing reserves the right to negotiate the terms of the contract(s), including the contract
amount(s), with the selected respondent prior to entering into a contract. The contents of the
respondent’s proposal and this RFP, and any amendments thereto, shall become contractual
obligations if an engagement of services ensues. Contract selections should be distinguished from
a contract award. Contracts will not be considered awarded until negotiation of terms is final.
Failure of a successful respondent to accept these obligations in contractual agreement may result
in cancellation of a respondent’s selection. If contract negotiations cannot be concluded
successfully with any selected respondent(s), MassHousing mayi, in its sole discretion, negotiate a
contract with the next ranked respondent.

One or more contracts may be awarded as a result of proposals submitted in response to this RFP.
MassHousing reserves the right to award contracts for individual deliverables if that is
advantageous to MassHousing. By submitting a proposal pursuant to this RFP, the selected
respondent agrees to enter into an agreement with MassHousing in substantially the same form
as MassHousing’s Standard Services Agreement attached hereto as Attachment B.



B. Evaluation of Proposals

Proposals submitted in accordance with this RFP will be evaluated by a selection committee
composed of MassHousing staff. All respondents will be notified of the outcome of the review
of their proposal. Proposals will be evaluated pursuant to the following criteria:

- Responsiveness to requirements of RFP

- Financial and organizational stability of respondent

- Understanding of proposed scope of services and approach in addressing
MassHousing’s specific needs and objectives

- Quality and timeliness of proposed work plan

- Technical capabilities (in terms of personnel, equipment, and materials) and
management plan (including staffing of key positions, method of assigning work,
and procedures for maintaining level of service

- Diversity, Equity & Inclusion plan

- Demonstrated experience and qualifications of respondent and respondent’s staff
assigned to perform the solicited services

- Ability to provide a cost-effective solution to meet the needs of
MassHousing; and

- Demonstrated successful past performance based on references.

VI. SCHEDULE AND INSTRUCTIONS
A.  Number of Proposals and Due Dates

Please submit proposal(s) in searchable PDF format electronically by email to IT RFP
Submissions at it.rfpsubmissions@masshousing.com by 5:00 p.m. Eastern Standard Time,
April 21, 2023. Please include “[Company Name] — Data Inventory RFP” in the subject line of
the email. Proposals submitted by hard copy or facsimile will not be considered. Proposals
received after the deadline, may not be considered.

B.  Summary Project Timetable

Following initial review of the proposals, MassHousing will identify those respondents it elects
to interview. Interviews will be scheduled after the response deadline and MassHousing will
attempt to provide respondent’s with sufficient notice before scheduling an interview.
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The anticipated timetable for the evaluation process and subsequent project activities are
summarized below:

Date Event
March 27, 2023 RFP Issuance
April 21, 2023, 5:00 pm EST Submission of Proposal
May 12, 2023 Completion of Evaluation
May 19, 2023 Contract Award
June 12, 2023 Commence Services with MassHousing

If MassHousing determines that interviews are necessary, the interviews will be held during the
period May 1 —5, 2023.

This anticipated timetable is for reference purposes only and is subject to change at
MassHousing’s sole discretion. A copy of this RFP, as well as any addenda thereto, will be
posted on www.masshousing.com/rfp. Schedule changes and/or other RFP revisions, including
date, time, and place changes, if any, will be posted on the website on a weekly basis. In addition,
after the RFP Response Deadline, changes may be sent directly to Respondents at the contact
information provided.

C. Single Point of Contact
All inquiries regarding this RFP should be directed to:

IT RFP Submissions, it.rfpsubmissions@masshousing.com

In order to maintain a fair and impartial competitive process, MassHousing will only answer
questions or comments regarding the RFP that are submitted in accordance with the terms of this
section. MassHousing will determine, in its sole discretion, whether any inquiry requires a
formal response which, if required, may take the form of an addendum to this RFP. Such inquiries
must be made between March 27, 2023 and April 12, 2023. In order to ensure fairness,
Respondents who initiate private communications with other MassHousing personnel regarding
material issues involving this RFP may be disqualified.

VIIL. ADDITIONAL PROVISIONS
A.  Confidentiality

By accepting to respond to this RFP, respondent expressly acknowledges that MassHousing’s
business procedures, ideas, inventions, plans, financial data, contents of this RFP, and other
MassHousing information are the sole and exclusive property of MassHousing. The Respondent
also agrees that it will safeguard such information to the same extent it safeguards its own
confidential material or data relating to its own business information that is of a confidential or
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proprietary nature. Federal and state laws require that MassHousing maintain an information
security program to protect certain personal information related to individuals who are customers,
business partners, vendors, or employees of MassHousing. This information includes the
following: (1) nonpublic personal information protected by the Safeguards Rule of the Gramm-
Leach-Bliley Act (15 U.S.C. § 6801 et. seq.) and implementing regulations (16 C.F.R. Part 314);
consumer reports protected under the federal Fair Credit Reporting Act, as amended by the 2004
FACT Act (15 U.S.C. § 1681 et. seq.); and any other information pertaining to individuals subject
to data security, data security breach notification, and identity theft prevention laws. If
MassHousing grants respondent access to its networks or otherwise allows respondent to view
personal information related to individuals who are customers, business partners, vendors, or
employees of MassHousing, respondent shall comply with all federal and state laws protecting
such information while working at MassHousing’s facility, while using MassHousing’s protected
information, and while connected to MassHousing’s network. It is MassHousing’s policy to
employ the services of outside investigative agencies to conduct background checks on
individuals with access to its networks. In submitting its proposal, respondent acknowledges that
it will be required to submit to such background checks of its impacted employees at
MassHousing’s request. If awarded the contract, respondent shall comply with MassHousing’s
information security program by (1) implementing and maintaining measures designed to meet
the information security objectives of federal and state laws; (2) using and disclosing customer
information solely for the purposes of performing the contract; and (3) providing MassHousing
with copies of the results of any internal and external audits or tests of the effectiveness of
MassHousing’s information security measures.

B. Non-Discrimination

In connection with the performance of work under this contract, the respondent agrees not to
discriminate against any employee or applicant for employment because of age, race, religion,
color, disability, sex, marital status, familial status, sexual orientation, gender identity or
expression, pregnancy, genetic information, veteran status, alienage or citizenship status, ancestry,
national origin, or any other characteristic protected by applicable federal, state, or local laws. This
provision shall include, but not be limited to the following: employment, upgrading, demotion or
transfer, recruitment or recruitment advertising, layoff or termination, rates of pay or other forms
of compensation, and selection for training, including apprenticeship. The respondent further
agrees to take affirmative action to ensure equal employment opportunities for those applicants of
protected groups referred to above. The respondent agrees to post in conspicuous places, available
for employees and applicants for employment, notices setting forth the provisions of the
nondiscrimination clause.

C. Rights of MassHousing

MassHousing is soliciting competitive proposals pursuant to a determination that such a process
best serves the interests of MassHousing and not because of any legal requirement to do so.
MassHousing accordingly reserves the right to accept any proposal; to withdraw or cancel this
RFP; to modify or amend, with the consent of the proponent, any proposal prior to acceptance;
to reject any or all proposals or waive any informality and otherwise to affect any agreement that
MassHousing in its sole judgment, deems to be in its best interest.

10



D.  Use of Respondent Proposal

All material submitted becomes the property of MassHousing and will not be returned. If the
respondent intends to submit confidential or proprietary information as part of the proposal, any
limits on the use or distribution of that material should be clearly delineated in writing.
Respondent should be aware that MassHousing is a quasi-public governmental agency subject to
Massachusetts General Laws, Chapter 66, sections 1-18, therefore, any information submitted to
MassHousing (even if marked as confidential or proprietary) may be subject to disclosure under
the Massachusetts Public Records Law.

MassHousing reserves the unrestricted right to copy and disseminate the respondent materials
for internal review.

E. Respondent Proposal Costs

All respondent proposal related costs, including but not limited to, proposal preparation and
presentation, system demonstrations, documentation, site visits, in-depth briefing for
MassHousing, and negotiation meetings are entirely the responsibility of the respondent and shall
not be chargeable in any manner to MassHousing. MassHousing will bear the costs of sending
its own staff to respondent headquarters and respondent client sites if such meetings are required.
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Attachment 1
Definition of Protected Information

For this Information Security Program, the term “Protected Information”, abbreviated as “PI”,
is an all-inclusive term for information that is defined in various laws referenced in Section B —
Information Covered by this Program, and in Section C — Legal Compliance, of Part I — Scope
of this document. These laws use a variety of terms including “Personal Information”,
“Nonpublic Personal Information” (NPI) and “Consumer Reports”. This attachment
summarizes each of their definitions.

Definition of Personal Information

The following definitions are included in Mass. Gen. Laws ch. 93H, §1
“Person’: a natural person, corporation, association, partnership or other legal entity.

“Personal information’: a resident’s first name and last name or first initial and last name in
combination with any 1 or more of the following data elements that relate to such resident:

(a) Social Security number;
(b) driver’s license number or state-issued identification card number; or

(©) financial account number, or credit or debit card number, with or without any
required security code, access code, personal identification number or password,
that would permit access to a resident’s financial account; provided, however,
that “Personal information” shall not include information that is lawfully
obtained from publicly available information, or from federal, state or local
government records lawfully made available to the general public.

Definition of Nonpublic Personal Information

Nonpublic Personal Information (“NPI”) is any “personally identifiable financial information”
that a financial institution collects about an individual in connection with providing a financial
product or service, unless that information is otherwise “publicly available.”

NPl is:

e any information an individual provides to obtain a financial product or service (for
example: name, address, income, Social Security number, or other information on an
application or personal financial statements). Note: even if a MassHousing financial
product or service is requested by a business entity, any individual information, such as
personal Social Security numbers on HUD Form 2530, is NPI;
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e any information obtained about an individual from a transaction involving
MassHousing financial product(s) or service(s) (for example, the fact that an individual
is a MassHousing consumer or customer, account numbers, payment history, loan or
deposit balances, and credit or debit card purchases); or

e any information obtained about an individual in connection with providing a financial
product or service (for example, information from court records or from a consumer
report).

NPI does not include information for which there is a reasonable basis to believe is lawfully
made “publicly available.” In other words, information is not NPI if it is determined:

e that the information is generally made lawfully available to the public; and
e that the individual can direct that it not be made public and has not done so.

For example, while telephone numbers are listed in a public telephone directory, an individual
can elect to have an unlisted number. In that case, that phone number would not be “publicly
available.”

Publicly Available Information Includes:

e federal, state, or local government records made available to the public, such as the fact
that an individual has a mortgage with a particular financial institution; and

¢ information that is in widely distributed media like telephone books, newspapers, and
websites that are available to the general public on an unrestricted basis, even if the site
requires a password or fee for access.

Information in a list form may be NPI, depending on how the list is derived. For example, a list
is not NPI if it is drawn entirely from publicly available information, such as a list of a lender’s
mortgage customers in a jurisdiction that requires that information to be publicly recorded.
Also, it 1s not NPI if the list is taken from information that is not related to a lender’s financial
activities, for example, a list of individuals who respond to a newspaper ad promoting a non-
financial product offered by a lender.

But a list derived even partially from NPI is still considered NPI. For example, a creditor’s list
of its borrowers’ names and phone numbers is NPI even if the creditor has a reasonable basis to
believe that those phone numbers are publicly available, because the existence of the customer
relationships between the borrowers and the creditor is NPL
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Definition of Consumer Reports

“Consumer report” is defined as any communication or information “bearing on a consumer’s
creditworthiness, credit standing, credit capacity, character, general reputation, personal
characteristics, or mode of living which is used or expected to be used or collected in whole or
in part for the purpose of serving as a factor in establishing the consumer’s eligibility for credit
or insurance to be used primarily for personal, family, or household purposes; or [any other
permissible purpose].”! Information relating solely to transactions between the disclosing party
and the consumer are not consumer reports.? Thus, any information that MassHousing receives
from third parties bearing on a consumer’s credit worthiness, credit standing, credit capacity,
character, general reputation, personal characteristics, or mode of living could potentially
constitute Protected Information.

115 U.S.C. § 1681a(d)(1). See also M.G.L. ¢.93 §50.
215 U.S.C. § 1681a(d)(2).
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